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	Purpose

	This paper provides the revised strategic risk register for the Boards consideration.  

	

	Recommendation: 

	APPROVE
[bookmark: Check1]|X|
	CONSIDER
[bookmark: Check2]|_|
	RECOMMEND
[bookmark: Check3]|_|
	ADOPT
[bookmark: Check4]|_|
	ASSURANCE
[bookmark: Check5]|_|

	The Board is asked to: 

· Approve the revised strategic risk register (1 to 3 and 5 to 8) in the Public Board Meeting, and;
· Approve risk 4 in the Private meeting of the Board. 




	

	Link to Public Health Wales Strategic Plan

Public Health Wales has an agreed strategic plan, which has identified seven strategic priorities and well-being objectives.  

This report contributes to the following:

	Strategic Priority/Well-being Objective
	All Strategic Priorities/Well-being Objectives

	

	Summary impact analysis  


	Equality and Health Impact Assessment
	An EHIA is not required

	Risk and Assurance
	The strategic risk register is a key source of assurance to the Board setting out the approach and management of strategic level risks. 

	Health and Care Standards
	This report supports and/or takes into account the Health and Care Standards for NHS Wales Quality Themes 

	
	All themes

	Financial implications
	None as a result of this paper. Any cost related to the management of the strategic risks are encompassed within relevant organisational budgets.  

	People implications 
	None as a result of this paper. Any people related requirements related to the management of the strategic risks are encompassed within relevant organisational budgets.  
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1. Background

The Strategic Risk Register (SRR) is a key tool within the organisations approach to risk management; setting out strategic level risks, risk ratings, sources of assurance and relevant actions plans in response to the risks. 

Over recent months a series of activities have taken place to ensure the SRR remains current and appropriate to the challenging environment the organisation is operating within (COVID-19). 

In summary, the activities have included: 

· Board session held to review the risk appetite in relation to strategic priority 5 (protecting the public from infection);
· The above Board session also considered the description of the COVID-19 risk and the ‘caused by’ explanations. The risk has since been further developed;
· Executive leads have reviewed all strategic risks (1-8) and made relevant changes – resulting in the content being updated in light of COVID-19;
· Separately but related, the corporate risk register is also being reviewed. 


2. Current Situation

All risks have been reviewed by lead Executive team members individually; and collectively by the Business Executive Team. 

The Board is asked to note the following:

· all risks have been reviewed and updated with changes to risk descriptors, scores, assurances and action plans. Where action plans have been updated the dates and actions are relevant to the current environment; 
· the assessment of assurances has been completed for risks 1,2 and 8 (due to COVID-19 the assessment of assurances in the other risks as been paused);
· if an assurance is not active it is marked as ‘not assessed’ (risks 1,2 and 8). 

The previous risk 7 (innovation), executive lead – John Boulton 
[bookmark: _GoBack]Following review, it was proposed to remove the strategic risk on the basis the organisational approach will continue to be developed and an opportunity now exists to capitalise on the high levels of innovation seen throughout the response to the pandemic. The development of the new Operating Plan also presents an opportunity to ‘embed’ innovation across our work. This approach is supported by the Business Executive Team. 

Risk 4 (There is a risk that PHW will suffer a major IT security breach resulting in failure to service delivery and/or loss of personal data) is provided to the Board within the Private meeting due to the sensitivity of information provided within the document.









































3. Overview of Risk Scores 

For ease of review, the risk scores across the recommended eight risks are as contained in the following table: 

	Risk and descriptor
	Inherent risk
	Current risk
	Target risk
	Risk decision

	1 – There is a risk that PHW will be unable to fulfil its strategic objectives because it does not have the correct numbers of people with the rights skills, attitudes and behaviours
	16
	16
	8
	Treat

	2 - There is a risk that PHW will cause significant harm to patients, service users or staff members. This will be caused by misdiagnosis or incorrect identification of serious health conditions, timeliness of service provision, the provision of inappropriate clinical advice or the failure of staff to follow correct procedures
	25
	20
	15
	Treat 

	3 - There is a risk that PHW will fail to deliver a sustainable, high quality and effective infection and screening services. This will be caused by a lack of sufficient workforce capacity; over-reliance on existing systems/procedures, lack of sufficient change capacity and an estate and infrastructure which is not fit for purpose
	25
	20
	15
	Treat 

	4 – There is a risk that PHW will suffer a major IT security breach resulting in failure to service delivery and/or loss of personal data 
	25
	20
	15
	Treat 

	5 - There is an increased risk as a result of COVID-19, PHW will fail to provide the level of system leadership needed to deliver the population health gains articulated in the long term strategy. This insufficient capacity/ resources within the organisation, policy and prioritisation decisions of external agencies and wider social, economic and environmental factors.
	25
	25
	15
	Treat

	6 - There is a risk that Public Health Wales will fail to secure and align resources to deliver its statutory functions including its response to the COVID-19 pandemic. This will be caused by funding cuts or inability to make required savings, secure funding (replaced generate income) or move resources within the organisation
	15
	15
	10
	Treat 

	7 - There is a risk that PHW will fail to deliver and effectively present accurate, relevant data/ statistics and/ or evidence based research/ evaluation to dynamically and actively inform and maximise the impact of public health action especially relating to our response to COVDI-19. This will be caused by a lack of workforce capacity with the relevant skills and knowledge to rapidly respond to changing and increasing demands of COVID-19 and technological advances in data science; staff having an over-reliance on existing systems/procedures and a lack of sufficient change capacity
	12
	16
	8
	Treat 

	8 - There is a risk that PHW will fail to effectively discharge its statutory responsibilities in protecting the public during the COVID-19 pandemic and ensure the organisation has an effective plan for recovery as the pandemic recedes 
	20
	20
	10
	Treat








4. Next Steps 

The Strategic Risk Register will continue to be reported to: 

· the Board on a bi-monthly basis, for assurance;
· to Board Committees at each meeting for scrutiny, approval of any operational change and assurance;
· the Executive Team for operational oversight. 


5. Recommendation

The Board is asked to:

· Approve the revised strategic risk register (1 to 3 and 5 to 8) in the Public Board Meeting, and;
· Approve risk 4 in the Private meeting of the Board.
image1.jpeg
lechyd Cyhoeddus
Cymru

Public Health
Wales




